High securlty

Confirmed by cyber
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High security & Cyber security

The security of any system should not be limited to hardware and in-
ternal communications. A secure system must contain functionalities
that will ensure safe operation in all conditions. This module joins all
important security features needed on sites where security is the top
priority. In addition, our system is constantly verified by the cyber
security experts to avoid all possible attack vectors.

Benefits

e Custom HTTPS certificates upload for your domain

¢ Adjustable notifications via emails or DoorApp

¢ Mandatory login with two factor authentication

e Mandatory use of complex passwords

e User idle logout feature

e Exclusion of GUI access on slave centrals and disabled SSH access

e Interlock feature

e Dual access, with a requirement that two individuals have granted
access rights for door to be opened

¢ IP camera image capture, with Nova Software search and event
triggering

e Access Group date & time validity

¢ Wrong pin access suspended

e Exclusion of PIN only - Security Grade 4

e Minimum PIN length - Security Grade 4

e Duress PIN code alarm
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